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MEMORANDUM FOR THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

FROM: Mike Parker
Deputy Chief Information Officer
‘Department of the Treasury
SUBJECT: FIPS PUB 201 Comments from the Department of the Treasury

The Department of the Treasury appreciates the opportunity to provide technical comments on the
Public Draft of FIPS PUB 201. We fully appreciate the timeline in which the NIST team is working
under to issue the Personal Identification Verification (PIV) standard as mandated by Homeland
Security Presidential Directive-12 (HSPD-12).

The attached comments are intended to provide NIST with visibility into the Treasury-wide
challenges anticipated in implementing FIPS PUB 201. These comments also request clarification
and provide recommendations so that Treasury can meet the needs of our Bureaus with their
diverse missions, while leveraging the investment Treasury has already made in common access
card (Smart Card) technology for use by Treasury employees and contractors for both physical
and logical access to Treasury-controlled facilities and information systems.

We hope that our comments prove helpful as NIST continues to support HSPD-12. In the
meantime, should there be specific questions, please contact Trung Nguyen at 202-622-2583 or
trung.nguyen@do.ireas.gov.
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Comments on Public Draft of FIPS PUB 201, Federal Personal Identity Verification
(PIV) Standard.

PURPOSE OF DOCUMENT

This document provides the U.S. Department of the Treasury’s (“Treasury”) high-level
comments on the Public Draft of FIPS PUB 201, Federal Personal Identity Verification
(PIV) Standard, for review and consideration by the National Institute of Standards and
Technology (NIST) team working on the development of this standard.

OVERVIEW

Treasury would like to submit for consideration the following comments on the public
draft of FIPS PUB 201. These comments are intended to help provide NIST with a true
understanding of Treasury’s concerns and areas where more explanation from NIST
would provide needed clarity and guidance.

As part of our response, Treasury has aggregated 183 comments from the Treasury
Bureaus and Departmental Offices using the template provided by NIST. These
comments along with the narrative from this document should provide a feel for the
current Treasury position. Any consideration and clarification from NIST on these
comments and others received on FIPS PUB 201, will help to clarify Treasury’s position
and direction in support of complying with Homeland Security Presidential Directive-12
(HSPD-12).

Treasury supports the direction and intent of FIPS PUB 201; however, the comments
included in this document will provide insight into a few high level challenges for all to
overcome. These challenges include:

Major Concerns:

1. Funding Implications: The timing of the release of HSPD-12 does not allow for the
funding of new initiatives in the FY05 and FY06 budget. It is the beginning of Q2
FYO035 and it 1s difficult to identify and reallocate funds that are being used for other
critical programs.

2. Definition of Federal Facilities and Information Systems: The anticipated guidance
from OMB concemning applicability of FIPS PUB 201 and the definitions of federal
facilities and federally controlled information systems will be essential to
understanding the scope of FIPS PUB 201. The potential cost impact of a universally
applied standard could be significant. Agencies operate a wide range of information
systems and facilities, many having unique access controls based on the operations of
the organization. Agency implementation plans will depend a great deal on this OMB
clarification and guidance. ‘
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